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DETAILED ACTION 



1. 



This action is in response to application filed on the 12 of November 2009. 



2. 



Claims 1 and 27 — 49 are currently pending. Claims 2 — 26 are canceled. 



3. 



The IDS submitted on 09/29/2009 is accepted 



4. 



The 35 U.S.C 101 rejection is removed due to applicant amendment. 



Response to Amendment 



Applicant's arguments filed on the 12 th of November 2009 have been fully considered; however, 
they are moot in view of the new ground of rejection. 



The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

Claims 1, and 27 — 49 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Ishibashi et al. US Publication No.: 7099846 Bl (hereinafter Ishibashi) and in view of Sudia et al. 
US Patent. No.: 5995625 (hereinafter Sudia) (please refer to 

As to claim 1, Ishibashi teaches a method for generating a conditional electronic 
signature, performed in response to one or more conditions being specified for an 
electronic signature of a data item (see Ishibashi col. 23 lines 20 — 25 and Fig. 26, electronic 
signatures stored for conditions to the information/data item), the method comprising: the data 
item to generate a digest of the data item (see Ishibashi col. 15 lines 5 — 7, generating 



Claim Rejections - 35 USC § 103 
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message/data digest); hashing each condition of the one or more conditions separately from 
each other and separately from the data item, mad to generate one or more condition 
digests respectively corresponding to the one or more conditions (see Ishibashi col. 23 lines 
20 — 25 and Fig 26 each record/data item has separate condition signature and it is separate from 
the data item); setting a reference digest equal to the digest of the data item (see Ishibashi col. 
23 lines 20 — 25 and Fig. 26, electronic signatures stored for conditions to the information/data 
item); Ishibashi does not explicitly teach the following, a computer iteratively processing a 
unique condition digest of the one or more condition digests in each iteration of a loop for a 
sufficient number of iterations to process all of said condition digests, however Sudia teaches 
(see Fig. 1, and col. 7 lines 30 — 35 unique conditions, acceptance phrase and optionally other 
data can first be combined and then their combination can be digested repeatedly/iteratively) , 
said processing in each iteration comprising concatenating the reference digest with the 
unique condition digest of the iteration to generate a concatenand and hashing the 
concatenand to generate a hashed concatenand that serves as the reference digest for the 
next iteration if the next iteration is performed (see Sudia Fig. 2, Fig. 8 and col. 8 line 55 — 
59, a hash of the acceptance phrase/condition is combined/concatenated with a hash of the 
issuing policy statement/condition repeatedly with other key information such as random value 
to form key value) , each unique condition digest being a different condition digest in each 
iteration of the loop (se Sudia col. 5 lines 13 — 26 , multiple condition, acceptance phrase and 
data may be different and create unique digest and the process repeat itself), the regenerated 
reference digest of the last iteration of the loop being last digest (see Sudia col. 19 lines 57 — 
67, wrapped signature/digest condition, product or data be wrapped creating a series of wrapped 
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data); and encrypting the last digest to generate a digital signature block that represents the 
data item and the one or more conditions and enables cryptographic verification of both 
the data item and the one or more conditions, said encrypting comprising signing the last 
digest with a digital signature (se Sudia Fig. 8 and col. 1 1 lines 45 — 64, multiple condition, 
acceptance phrase and data may be wrapped combined hashed and encrypted) 

Therefore, it would have been obvious to one of ordinary skill in the art at the time of the 
current invention to combine the teachings of Ishibashi and Sudia to create the invention as 
claimed. The teachings are all directed to digital content and access condition hashing, 
encryption and digital signature, as is the current application - therefore, the teachings are in an 
analogous art. Further, it would have been obvious to one of ordinary skill in the art that using 
iteration combining/concatenating the hashed conditions until encrypting the last digest with a 
digital signature. It would have been clear to one of ordinary skill in the art that iteratively 
wrapping the hashed conditions and encrypting the wrap with digital signature increases security 
and integrity. 

As to 27, the combination of Ishibashi and Sudia teaches the method, wherein said 
signing is performed by a signer and represents acceptance of the data item by the signer 
subject to the one or more conditions (see Sudia col. 2 lines 61 — 65, a particular pass phrase 
indicating acceptance of conditions of digital data) 

As to 28, the combination of Ishibashi and Sudia teaches the method, wherein said 
signing is performed by a signer and represents acceptance of the data item by the signer, 
and wherein said acceptance is not subject to the one or more conditions (see Sudia col. 8 
lines 32 — 42 the subscriber accept and digitally sign acceptance of conditions) 
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As to 29, the combination of Ishibashi and Sudia teaches the method, said method 
further comprising: generating a communication, wherein the communication comprises 
the digital signature block, the data item, and the one or more conditions; and sending the 
communication across a network to a recipient (see Sudia col. 19, lines 37 — 46, sending 
wrapped digital data and conditions over a network including digital signature) 

As to 30, the combination of Ishibashi and Sudia teaches the method, said method 
further comprising: generating a communication, wherein the communication comprises 
the digital signature block and does not comprise the data item and does not comprise the 
one or more conditions; and sending the communication across a network to a recipient 
(see Sudia col. 12, lines 1 — 7, key value digital signature is sent to verify the wrapped content 
and condition) 

As to 31, the combination of Ishibashi and Sudia teaches the method, wherein the 
method further comprises: hashing a new condition to generate a digest of the new 
condition; concatenating the digital signature block with the digest of the new condition to 
generate a new digest; hashing the new digest to generate a hashed new digest; and 
encrypting the hashed new digest to generate a new digital signature block that represents 
the data item, the one or more conditions, and the new condition and enables cryptographic 
verification of the data item, the one or more conditions, and the new condition (se Sudia 
Fig. 8 and col. 1 1 lines 45 — 64, multiple condition, acceptance phrase and data may be wrapped 
combined hashed and encrypted) 
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As to 32, the combination of Ishibashi and Sudia teaches the method, wherein the one 
or more conditions consists of one condition (se Sudia Fig. 8 and col. 1 1 lines 45 — 64, 
multiple condition, acceptance phrase and data may be wrapped combined hashed and 
encrypted) 

As to 33, the combination of Ishibashi and Sudia teaches the method, wherein the one 
or more conditions is a plurality of conditions (se Sudia Fig. 8 and col. 1 1 lines 45 — 64, 
multiple condition, acceptance phrase and data may be wrapped combined hashed and 
encrypted) 

As to claim 34, Ishibashi teaches a computer program product, comprising a 
machine-readable recording medium having program code recorded thereon, said 
program code upon being executed by a data processing apparatus causes the data 
processing apparatus to perform a method for generating a conditional electronic 
signature, performed in response to one or more conditions being specified for an 
electronic signature of a data item (see Ishibashi col. 23 lines 20 — 25 and Fig. 26, electronic 
signatures stored for conditions to the information/data item), said method comprising: hashing 
the data item to generate a digest of the data item; hashing each condition of the one or 
more conditions separately from each other and separately from the data item to generate 
one or more condition digests respectively corresponding to the one or more conditions (see 
Ishibashi col. 23 lines 20 — 25 and Fig 26 each record/data item has separate condition signature 
and it is separate from the data item); setting a reference digest equal to the digest of the data 
item (see Ishibashi col. 23 lines 20 — 25 and Fig. 26, electronic signatures stored for conditions 
to the information/data item); a data processing apparatus iteratively processing a unique 
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condition digest of the one or more condition digests in each iteration of a loop for a 
sufficient number of iterations to process all of said condition digests however Sudia teaches 
(see Fig. 1, and col. 7 lines 30 — 35 unique conditions, acceptance phrase and optionally other 
data can first be combined and then their combination can be digested repeatedly/iteratively), 
said processing in each iteration comprising concatenating the reference digest with the 
unique condition digest of the iteration to generate a concatenand and hashing the 
concatenand to generate a hashed concatenand that serves as the reference digest for the 
next iteration if the next iteration is performed (see Sudia Fig. 2, Fig. 8 and col. 8 line 55 — 
59, a hash of the acceptance phrase/condition is combined/concatenated with a hash of the 
issuing policy statement/condition repeatedly with other key information such as random value 
to form key value), each unique condition digest being a different condition digest in each 
iteration of the loop (se Sudia col. 5 lines 13 — 26 , multiple condition, acceptance phrase and 
data may be different and create unique digest and the process repeat itself), the regenerated 
reference digest of the last iteration of the loop being a last digest (see Sudia col. 19 lines 
57 — 67, wrapped signature/digest condition, product or data be wrapped creating a series of 
wrapped data); and encrypting the last digest to generate a digital signature block that 
represents the data item and the one or more conditions and enables cryptographic 
verification of both the data item and the one or more conditions, said encrypting 
comprising signing the last digest with a digital signature (se Sudia Fig. 8 and col. 1 1 lines 
45 — 64, multiple condition, acceptance phrase and data may be wrapped combined hashed and 
encrypted) 
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Therefore, it would have been obvious to one of ordinary skill in the art at the time of the 
current invention to combine the teachings of Ishibashi and Sudia to create the invention as 
claimed. The teachings are all directed to digital content and access condition hashing, 
encryption and digital signature, as is the current application - therefore, the teachings are in an 
analogous art. Further, it would have been obvious to one of ordinary skill in the art that using 
iteration combining/concatenating the hashed conditions until encrypting the last digest with a 
digital signature. It would have been clear to one of ordinary skill in the art that iteratively 
wrapping the hashed conditions and encrypting the wrap with digital signature increases security 
and integrity. 

As to claim 35, the combination of Ishibashi and Sudia teaches the computer program 
product, wherein said signing is performed by a signer and represents acceptance of the 
data item by the signer subject to the one or more conditions (see Sudia col. 2 lines 61 — 65, 
a particular pass phrase indicating acceptance of conditions of digital data) 

As to claim 36, the combination of Ishibashi and Sudia teaches the computer program 
product, wherein said signing is performed by a signer and represents acceptance of the 
data item by the signer, and wherein said acceptance is not subject to the one or more 
conditions (see Sudia col. 8 lines 32 — 42 the subscriber accept and digitally sign acceptance of 
conditions) 

As to claim 37, the combination of Ishibashi and Sudia teaches the computer program 
product, said method further comprising: generating a communication, wherein the 
communication comprises the digital signature block, the data item, and the one or more 
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conditions; and sending the communication across a network to a recipient (see Sudia col. 
19, lines 37 — 46, sending wrapped digital data and conditions over a network including digital 
signature) 

As to claim 38, the combination of Ishibashi and Sudia teaches the computer program 
product, said method further comprising: generating a communication, wherein the 
communication comprises the digital signature block and does not comprise the data item 
and does not comprise the one or more conditions; and sending the communication across 
a network to a recipient (see Sudia col. 12, lines 1 — 7, key value digital signature is sent to 
verify the wrapped content and condition) 

As to claim 39, the combination of Ishibashi and Sudia teaches the computer program 
product, wherein the method further comprises: hashing a new condition to generate a 
digest of the new condition; concatenating the digital signature block with the digest of the 
new condition to generate a new digest; hashing the new digest to generate a hashed new 
digest; and encrypting the hashed new digest to generate a new digital signature block that 
represents the data item, the one or more conditions, and the new condition and enables 
cryptographic verification of the data item, the one or more conditions, and the new 
condition (se Sudia Fig. 8 and col. 1 1 lines 45 — 64, multiple condition, acceptance phrase and 
data may be wrapped combined hashed and encrypted 
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As to claim 40, the combination of Ishibashi and Sudia teaches the computer program 
product, wherein the one or more conditions consists of one condition (se Sudia Fig. 8 and 
col. 1 1 lines 45 — 64, multiple condition, acceptance phrase and data may be wrapped combined 
hashed and encrypted) 

As to claim 41, the combination of Ishibashi and Sudia teaches the computer program 
product, wherein the one or more conditions is a plurality of conditions (se Sudia Fig. 8 and 
col. 1 1 lines 45 — 64, multiple condition, acceptance phrase and data may be wrapped combined 
hashed and encrypted) 

As to claim 42, Ishibashi teaches a data processing apparatus comprising a computer 
and a machine-readable recording medium coupled to the computer, said recording 
medium storing program code that when executed by the computer causes the computer to 
perform a method for generating a conditional electronic signature, performed in response 
to one or more conditions being specified for an electronic signature of a data item (see 
Ishibashi col. 23 lines 20 — 25 and Fig. 26, electronic signatures stored for conditions to the 
information/data item), said method comprising: hashing the data item to generate a digest 
of the data item (see Ishibashi col. 15 lines 5 — 7, generating message/data digest); hashing 
each condition of the one or more conditions separately from each other and separately 
from the data item to generate one or more condition digests respectively corresponding to 
the one or more conditions (see Ishibashi col. 23 lines 20 — 25 and Fig 26 each record/data item 
has separate condition signature and it is separate from the data item); setting a reference digest 
equal to the digest of the data item (see Ishibashi col. 23 lines 20 — 25 and Fig. 26, electronic 
signatures stored for conditions to the information/data item); Ishibashi does not explicitly teach 
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the following, a data processing apparatus iteratively processing a unique condition digest 
of the one or more condition digests in each iteration of a loop for a sufficient number of 
iterations to process all of said condition digests however Sudia teaches (see Fig. 1, and col. 
7 lines 30 — 35 unique conditions, acceptance phrase and optionally other data can first be 
combined and then their combination can be digested repeatedly/iteratively), said processing in 
each iteration comprising concatenating the reference digest with the unique condition 
digest of the iteration to generate a concatenand and hashing the concatenand to generate a 
hashed concatenand that serves as the reference digest for the next iteration if the next 
iteration is performed (see Sudia Fig. 2, Fig. 8 and col. 8 line 55 — 59, a hash of the acceptance 
phrase/condition is combined/concatenated with a hash of the issuing policy statement/condition 
repeatedly with other key information such as random value to form key value), each unique 
condition digest being a different condition digest in each iteration of the loop (se Sudia col. 
5 lines 13 — 26 , multiple condition, acceptance phrase and data may be different and create 
unique digest and the process repeat itself ), the regenerated reference digest of the last 
iteration of the loop being a last digest (see Sudia col. 19 lines 57 — 67, wrapped 
signature/digest condition, product or data be wrapped creating a series of wrapped data); and 
encrypting the last digest to generate a digital signature block that represents the data item 
and the one or more conditions and enables cryptographic verification of both the data 
item and the one or more conditions, said encrypting comprising signing the last digest 
with a digital signature (se Sudia Fig. 8 and col. 1 1 lines 45 — 64, multiple condition, 
acceptance phrase and data may be wrapped combined hashed and encrypted) 
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Therefore, it would have been obvious to one of ordinary skill in the art at the time of the 
current invention to combine the teachings of Ishibashi and Sudia to create the invention as 
claimed. The teachings are all directed to digital content and access condition hashing, 
encryption and digital signature, as is the current application - therefore, the teachings are in an 
analogous art. Further, it would have been obvious to one of ordinary skill in the art that using 
iteration combining/concatenating the hashed conditions until encrypting the last digest with a 
digital signature. It would have been clear to one of ordinary skill in the art that iteratively 
wrapping the hashed conditions and encrypting the wrap with digital signature increases security 
and integrity. 

As to claim 43, the combination of Ishibashi and Sudia teaches the data processing 
apparatus, wherein said signing is performed by a signer and represents acceptance of the 
data item by the signer subject to the one or more conditions (see Sudia col. 2 lines 61 — 65, 
a particular pass phrase indicating acceptance of conditions of digital data) 

As to claim 44, the combination of Ishibashi and Sudia teaches the data processing 
apparatus, wherein said signing is performed by a signer and represents acceptance of the 
data item by the signer, and wherein said acceptance is not subject to the one or more 
conditions (see Sudia col. 8 lines 32 — 42 the subscriber accept and digitally sign acceptance of 
conditions) 

As to claim 45, the combination of Ishibashi and Sudia teaches the data processing 
apparatus, said method further comprising: generating a communication, wherein the 
communication comprises the digital signature block, the data item, and the one or more 
conditions; and sending the communication across a network to a recipient (see Sudia col. 
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19, lines 37 — 46, sending wrapped digital data and conditions over a network including digital 
signature) 

As to claim 46, the combination of Ishibashi and Sudia teaches the data processing 
apparatus, said method further comprising: generating a communication, wherein the 
conununication comprises the digital signature block and does not comprise the data item 
and does not comprise the one or more conditions; and sending the communication across 
a network to a recipient (see Sudia col. 12, lines 1 — 7, key value digital signature is sent to 
verify the wrapped content and condition) 

As to claim 47, the combination of Ishibashi and Sudia teaches the data processing 
apparatus, wherein the method further comprises: hashing a new condition to generate a 
digest of the new condition; concatenating the digital signature block with the digest of the 
new condition to generate a new digest; hashing the new digest to generate a hashed new 
digest; and encrypting the hashed new digest to generate a new digital signature block that 
represents the data item, the one or more conditions, and the new condition and enables 
cryptographic verification of the data item, the one or more conditions, and the new 
condition (se Sudia Fig. 8 and col. 1 1 lines 45 — 64, multiple condition, acceptance phrase and 
data may be wrapped combined hashed and encrypted) 

As to claim 48, the combination of Ishibashi and Sudia teaches the data processing 
apparatus, wherein the one or more conditions consists of one condition (se Sudia Fig. 8 and 
col. 1 1 lines 45 — 64, multiple condition, acceptance phrase and data may be wrapped combined 
hashed and encrypted) 
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As to claim 49, the combination of Ishibashi and Sudia teaches the data processing 
apparatus, wherein the one or more conditions is a plurality of conditions (se Sudia Fig. 8 
and col. 1 1 lines 45 — 64, multiple condition, acceptance phrase and data may be wrapped 
combined hashed and encrypted) 

Conclusion 

Applicant's amendment necessitated the new ground(s) of rejection presented in this 
Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP § 706.07(a). 
Applicant is reminded of the extension of time policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 
CFR 1 .136(a) will be calculated from the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than SIX MONTHS from the date of this 
final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to NEGA WOLDEMARIAM whose telephone number is (571)270- 
7478. The examiner can normally be reached From Monday to Friday between the hours of 
8:00am to 5:00pm. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kieu-Oanh (Krista) Bui can be reached on 571-272-7291 . The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/KIEU-OANH BUI/ NEGA WOLDEMARIAM 

Supervisory Patent Examiner, TC 2400 Examiner, Art Unit 2433 



